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Windows Update Repair Guide 
A Practical Step-by-Step Reset & Recovery Manual  

 

Before You Start (Important — Don’t Skip This) 

Windows Update repairs cannot be done without administrator access. 

Before you begin, make sure one of the following is true: 

• You are logged into an Administrator account 

• OR you know the administrator password 

If you do not have admin access: 

• You can view Windows Update 

• You cannot repair Windows Update 

• Repair commands will fail or be blocked 

This is normal Windows security behaviour — not an error. 

 

How You’ll Be Working (Tools Used) 

This guide uses: 

• Command Prompt (CMD) running as Administrator 

• Built-in Windows repair tools only 

• No registry edits 

• No third-party software 

Everything here is reversible and safe when followed in order. 

 

How to Open Command Prompt as Administrator 

This is how you’ll run almost every fix. 

1. Press Windows key + R 

2. Type: 

3. cmd 

4. Press Ctrl + Shift + Enter 

5. If prompted: 
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o Enter the administrator password 

o Or click Yes if already an admin 

You should now see Command Prompt (Administrator) in the title bar. 

If you don’t, stop here and fix that first. 

You can also see a full post on my website about accessing Windows Updates through the CMD 

Window. 

 

Step 1: Try the Windows Update Troubleshooter (Quick Check) 

Always start with the built-in tool. 

How to run it 

• Open Settings 

• Go to System → Troubleshoot → Other troubleshooters 

• Run Windows Update 

(On older Windows: Control Panel → Troubleshooting → Fix problems with Windows Update) 

Why this step exists 

The troubleshooter can fix: 

• Stuck services 

• Simple permission issues 

• Minor update logic problems 

Why it’s not enough 

It does not: 

• Rebuild update files 

• Fix corrupted system components 

• Repair disk or file system issues 

If updates fail again after this, move on. 

 

Step 2: Stop Windows Update Services (Required) 

Windows locks update files while services are running. 

You must stop them before fixing anything underneath. 

In Admin Command Prompt, run: 

net stop wuauserv 
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net stop bits 

net stop cryptsvc 

net stop msiserver 

You may see messages like “service stopped successfully” — that’s good. 

If a service is already stopped, that’s fine. 

 

Step 3: Reset the Windows Update Cache (Critical Step) 

This is the step most guides skip — and why updates keep failing. 

What’s happening here (plain English) 

Windows stores update downloads and metadata locally. 

If those files are corrupted, Windows keeps retrying the same broken data. 

We don’t delete them — we rename them so Windows can rebuild clean ones. 

Rename the update folders 

Run: 

ren C:\Windows\SoftwareDistribution SoftwareDistribution.old 

ren C:\Windows\System32\catroot2 catroot2.old 

If this fails: 

• Double-check you’re in Admin CMD 

• Make sure services are stopped 

• Restart and retry if needed 

 

Step 4: Restart Windows Update Services 

Now bring everything back online. 

net start wuauserv 

net start bits 

net start cryptsvc 

net start msiserver 

Windows will automatically recreate fresh update folders. 

 

Step 5: Restart the Computer (Do Not Skip) 

This step matters. 
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A full restart: 

• Releases locked files 

• Finalises service resets 

• Applies the rebuilt update cache 

Restart the PC normally. 

 

Step 6: Try Windows Update Again 

After reboot: 

• Open Windows Update 

• Check for updates again 

If updates now install: 

• You’re done 

• Stop here 

If updates still fail, continue below. 

 

If Windows Update Still Doesn’t Work 

(Deeper System Repair Flow) 

At this point, Windows Update is no longer the problem. 

Windows itself needs repair. 

 

Step 7: Run System File Checker (SFC) 

System File Checker scans core Windows files and repairs what it can. 

Open Admin Command Prompt again and run: 

sfc /scannow 

What to expect: 

• Can take 10–30 minutes 

• Don’t close the window 

• Results will appear at the end 

When finished: 

• Restart the computer 

Try Windows Update again. 
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Here is a more detailed post about the SFC.  

 

Step 8: Run DISM (Windows Image Repair) 

If SFC couldn’t fix everything, DISM repairs the Windows image underneath the system. 

Run: 

DISM /Online /Cleanup-Image /RestoreHealth 

This can take time and may appear stuck — let it finish. 

When done: 

• Restart the computer 

• Try Windows Update again 

 

Still Failing? Check the Disk (Very Common Cause) 

Windows Update writes thousands of small files. 

If the disk can’t reliably write data, updates fail — even if Windows still boots. 

 

Step 9: Run Check Disk (CHKDSK) 

Open Admin Command Prompt and run: 

chkdsk C: /f 

If prompted: 

• Type Y 

• Press Enter 

• Restart the computer 

CHKDSK will run before Windows loads. 

What it does: 

• Fixes file system errors 

• Repairs directory links 

• Marks bad sectors so Windows avoids them 

This step fixes many “mysterious” update failures. 

CHKDSK: Why Disk Health Matters for Updates 

Windows Update writes and verifies thousands of small files. 

If your drive has: 
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• File system errors 

• Bad sectors 

• SSD wear issues 

Windows Update cannot complete reliably, even if Windows still boots. 

 

How to Run CHKDSK  

Step 1: Open Admin CMD 

Win + R 

cmd 

Ctrl + Shift + Enter 

 

Step 2: Run CHKDSK on the system drive 

chkdsk C: /f 

If prompted: 

• Type Y 

• Press Enter 

• Restart the computer 

CHKDSK will run before Windows loads. 

 

What CHKDSK Fixes 

• File system errors 

• Broken directory links 

• Marks bad sectors so Windows avoids them 

• Stabilises disk read/write behaviour 

 

HDD vs SSD (Important) 

• HDD: CHKDSK can isolate bad sectors 

• SSD: Repeated errors usually mean the drive is wearing out 

If CHKDSK keeps finding errors on an SSD: 

• Back up data 
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• Expect update failures to return 

• Plan a drive replacement 

 

Windows Update Recovery Flowchart  

You can turn this into a graphic or keep it as reference. 

Fail → Troubleshooter → CMD → Stop apps → Rename files → Start apps→ Reboot → Retry → SFC 

→ Reboot → DISM → Reboot → CHKDSK 

 

 

Common Windows Update Errors → What They Actually Mean 

Error Code What It Really Means What to Do 

0x80070002 / 0x80070003 Missing or corrupt update files Restart services → SFC → DISM 

0x80073712 Component store corruption DISM → SFC 

0x800f081f Required system files not found DISM (often disk-related) 

0x8024a105 Update service stuck Restart services 

0x8024402f Network or AV interference Retry, check firewall/AV 
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Pattern to notice: 

Repeated failures or changing error codes usually mean disk problems, not Windows Update itself. 

 

Important Reality Check 

Windows Update is not “just updates.” 

It’s a stress test for: 

• System files 

• Windows components 

• Disk health 

If updates fail repeatedly, Windows is telling you something underneath is unstable. 

Fix the foundation — and updates usually follow. 

 

Final Notes 

• Don’t skip steps 

• Don’t run random scripts 

• Don’t jump straight to reinstalling Windows 

• Always repair from the top down 

This process fixes the cause, not just the symptom. 

Error Code What It Really Means What to Do 

0x80070422 Update service disabled Enable/start services 

0x80070570 Data corruption Run CHKDSK 

Stuck at 0% / 100% Disk or file system errors CHKDSK → Retry 

“Undoing changes” Update failed due to corruption SFC → DISM → CHKDSK 
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